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Was tut es mit der Cloud?

» Sicherheit
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Was tut es mit der Cloud?

» Sicherheit

Firmware-Updates

Rendevouz-Punkt
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Was tut es mit der Cloud?

\4

Sicherheit

Firmware-Updates
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Analyse aggregierter Daten
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Reaktionen auf Daten aus dem Internet
» EULAs

10/30



Warum?

» Ausfallsicherheit
» Digitale Souveranitat

» Datensparsamkeit
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Grundbausteine
CoAP - Constrained Application Protocol
CBOR - Concise Binary Object Representation
COSE - CBOR Object Signing and Encryption
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Grundbausteine. . .
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...in Analogie zum Web
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CoAP

COSE

CBOR

CoAP

UDP

CBOR Object Signing and Encryption
Concise Binary Object Representation
Constrained Application Protocol
User Datagram Protocol

Internet Protocol

Referenz: RFC7252 Implementierungen: > 100 Level: Proposed Standard
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CBOR

COSE

CBOR

CoAP
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CBOR Object Signing and Encryption
Concise Binary Object Representation
Constrained Application Protocol
User Datagram Protocol

Internet Protocol

Referenz: RFC7049 Implementierungen: > 100 Level: Proposed Standard

17/30


https://tools.ietf.org/html/rfc7049

COSE

COSE

CBOR

CoAP

UDP

CBOR Object Signing and Encryption
Concise Binary Object Representation
Constrained Application Protocol
User Datagram Protocol

Internet Protocol

Referenz: RFC8152 Implementierungen: > 10 Level: Proposed Standard

'Darunter die gingigen Web-Browser
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https://tools.ietf.org/html/rfc8152

Komponenten fiir dezentralen Betrieb
SUIT — Software Updateds for Internet of Things
OSCORE — Object Security for Constrained RESTful Environments
ACE — Authentication and Authorization in Constrained Environments
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SUIT — Software Updateds for Internet of Things

» Architektur und Datenformat
» Transportunabhingig
» In CBOR ausgedriickt, mit COSE gesichert

» Firmware-Autor und Geratebetreiber konnen unabhingig voneinander Freigaben
erteilen

Referenz: |-D.ietf-suit-architecture Implementierungen: > 10 Level: Submitted to IESG
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https://tools.ietf.org/html/draft-ietf-suit-architecture-14
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OSCORE — Object Security for Constrained RESTful Environments

Referenz: RFC8613

Anwendung

Anfrage — Status

OSCORE

Anfrage — Status

CoAP

UDP

TCP

Implementierungen: > 10 Level: Proposed Standard
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ACE — Authentication and Authorization in Constrained Environments

Authorization
Server

Client

Resource
Server

Referenz: |-D.ietf-ace-oscore-profile Implementierungen: > 10 Level: Submitted to IESG
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Zuriick zu den Anforderungen
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>

Datum / Uhrzeit
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loT ohne Onlinezwang ist moglich — fordert das ein!

Folien mit Links auf https://fahrplan.privacyweek.at/pw20/talk/RQZQGA/

Christian Amsiiss

<chrysn@fsfe.org>
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Quelltext der Prasentation ist im PDF eingebettet und unter CC-BY-SA lizenziert.

., There is no cloud": Markus Meier, CC-BY-SA 4.0
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\documentclass[aspectratio=169]{beamer}

\input{style.tex}

\begin{document}

\input{content.tex}

\end{document}



\usepackage{url}
\usepackage[ngerman]{babel}
\usepackage[utf8]{inputenc}

\usepackage[absolute,overlay]{textpos}
\usepackage{tabularx}

\title{Sicher wolkenlos}
\subtitle{Muss das wirklich ins Internet?}
\author{Christian Amsüss \href{mailto:chrysn@fsfe.org}{\texttt{\textless{}chrysn@fsfe.org\textgreater}}}
\date{PrivacyWeek 2020}

\setbeamertemplate{footline}[frame number]

% source code inclusion
\usepackage{navigator}
\embeddedfile[Source code file to run pdflatex on]{code-slides}{./slides.tex}
\embeddedfile[Source code for styling]{code-style}{./style.tex}
\embeddedfile[Source code that contains the actual slides]{code-content}{./content.tex}
\embeddedfile[Build script]{code-makefile}{./Makefile}

\usecolortheme{albatross} % easiest base for white-on-black
\setbeamercolor{titlelike}{fg=white}
\setbeamercolor{normal text}{bg=black,fg=white}
\setbeamertemplate{section in toc shaded}[default][50]

\usepackage{tikz}

\usetikzlibrary{positioning}
\usetikzlibrary{matrix}
% \newcommand{\fullimage}[2][]{
%     % full-screen page from https://tex.stackexchange.com/questions/3915/image-on-full-slide-in-beamer-package#3927
%     { % all template changes are local to this group.
%         \begin{frame}[plain]{#1}
%             \begin{tikzpicture}[remember picture,overlay]
%                 \node[at=(current page.center)] {
%                     \includegraphics[height=\paperheight]{#2}
%                 };
%             \end{tikzpicture}
%          \end{frame}
%     }
% }

% but this version allows overlay text from the title
\newcommand{\fullimage}[2][]{
{
\usebackgroundtemplate{\includegraphics[width=\paperwidth]{#2}}
\begin{frame}[plain]{\color{black}#1}
\end{frame}
}
}

\newcommand{\standardfooter}[4]{
    % with help from https://tex.stackexchange.com/questions/211518/beamer-vfill-and-itemize
    \par%
    \begin{textblock*}{15cm}(0.5cm,7.8cm)

    \begin{tabularx}{15cm}{cccc}
        Referenz: \href{#2}{#1} & Implementierungen: #3 & Level: #4
    \end{tabularx}

    \end{textblock*}
}

\AtBeginSection
{
    \begin{frame}
        \tableofcontents[currentsection]
    \end{frame}
}



\frame{\titlepage}

\begin{frame}
    \tableofcontents
\end{frame}

\section{Problemstellung}

\subsection{Fallbeispiele}
\fullimage{graphics/network-1.pdf}
\fullimage{graphics/network-2.pdf}
\note{
    Staubsaugerrobotoer

    Lichtschalter, die ohne Internetzugriff nicht hochfahren

    Herdplatten / Dunstabzugshauben

    Heizungssteuerungen
}

\subsection{Fokus \& Terminologie}
\fullimage{graphics/network-cloud.pdf}
\fullimage{graphics/network.pdf}
\fullimage[Kleine Geräte]{graphics/network.pdf}
\fullimage[Internet-kompatible Netzwerkprotokolle]{graphics/network-blackbox.pdf}

\subsection{Komponenten der Cloudkommunikation}
\begin{frame}{Was tut es mit der Cloud?}
    \begin{itemize}
        \item Sicherheit
            \pause
            \bigskip
        \item Firmware-Updates
        \item Rendevouz-Punkt
        \item Umwegkommunikation
        \item Benutzerverwaltung
        \item Datum / Uhrzeit
    \end{itemize}

    \bigskip
    \pause

    \begin{itemize}
        \item Analyse aggregierter Daten
        \item Reaktionen auf Daten aus dem Internet
        \item EULAs
    \end{itemize}
\end{frame}

\note{
    auch am Beispiel LwM2M (Lightweight M2M)

    Rendevouz-Punkt -- für lokale Adressen und für Austausch übers Internet

    Benutzerverwaltung -- principle of least authority

    \bigskip

    out of scope:

    crowd-sourced Strahlungsmessergebnisse

    rote Lampe, wenn Tests auf GitLab fehlschlagen

    … und was man dafür braucht
}
% nach LwM2M

\begin{frame}{Warum?}
    \begin{itemize}
        \item Ausfallsicherheit
        \item Digitale Souveränität
        \item Datensparsamkeit
    \end{itemize}
\end{frame}

\note{
    Internetausfall; Internetsperren

    Unabhängigkeit von Fortbestehen des Herstellers; Handelssanktionen
}

\section{Grundbausteine}

\tikzset{
    block/.style={draw, text width=3cm, minimum height=1cm, align=center},
    explanation/.style={color=gray},
    lower/.style={}, 
    coap/.style={}, 
    cbor/.style={}, 
    cose/.style={}, 
    wideblock/.style={draw, text width=6cm, minimum height=1cm, align=center},
}

\newcommand{\normalstack}{
    \node[block,lower] (ip)
      {IP};
    \node[block,above of=ip,lower] (udp)
      {UDP};
    \node[block,above of=udp,coap] (coap)
      {CoAP};
    \node[block,above of=coap,cbor] (cbor)
      {CBOR};
    \node[block,above of=cbor,cose] (cose)
      {COSE};
}

\newcommand{\explanations}{
    \node[explanation,right=of ip,lower] {Internet Protocol};
    \node[explanation,right=of udp,lower] {User Datagram Protocol};
    \node[explanation,right=of coap,coap] {Constrained Application Protocol};
    \node[explanation,right=of cbor,cbor] {Concise Binary Object Representation};
    \node[explanation,right=of cose,cose] {CBOR Object Signing and Encryption};
}

\begin{frame}{Grundbausteine…}
    \center
    \begin{tikzpicture}[explanation/.style={color=gray}]
        \normalstack

        \explanations
    \end{tikzpicture}
\end{frame}

\begin{frame}{…in Analogie zum Web}
    \center
    \begin{tikzpicture}
        \normalstack

        \node[block,right=of ip] (ip)
          {IP};
        \node[block,above of=ip] (udp)
          {TCP};
        \node[block,above of=udp] (coap)
          {HTTP};
        \node[block,above of=coap] (cbor)
          {JSON};
        \node[block,above of=cbor] (cose)
          {JOSE};
    \end{tikzpicture}
\end{frame}

\note{
    Beispielhafter Stack

    (fast) jeweils auch anders nutzbar
}

\subsection{CoAP – Constrained Application Protocol}
\begin{frame}{CoAP}
    \center
    \begin{tikzpicture}[lower/.style={color=white}, coap/.style={color=white,ultra thick}]
        \normalstack

        \explanations
    \end{tikzpicture}

    \standardfooter{RFC7252}{https://tools.ietf.org/html/rfc7252}{$> 100$}{Proposed Standard}
\end{frame}

\note{
    Multicast

    Größenanpassungen

    Proxies (blackbox-bild mit whitebox?)
}

\fullimage[CoAP Proxies]{graphics/network-whitebox.pdf}

\subsection{CBOR – Concise Binary Object Representation}
\begin{frame}{CBOR}
    \center
    \begin{tikzpicture}[lower/.style={color=white}, coap/.style={color=white}, cbor/.style={color=white,ultra thick}]
        \normalstack

        \explanations
    \end{tikzpicture}
    \standardfooter{RFC7049}{https://tools.ietf.org/html/rfc7049}{$> 100$}{Proposed Standard}
\end{frame}

\subsection{COSE – CBOR Object Signing and Encryption}
\begin{frame}{COSE}
    \center
    \begin{tikzpicture}[explanation/.style={color=white}, cose/.style={color=white,ultra thick}]
        \normalstack

        \explanations
    \end{tikzpicture}
    \standardfooter{RFC8152}{https://tools.ietf.org/html/rfc8152}{$> 10$\footnote{Darunter die gängigen Web-Browser}}{Proposed Standard}

    \note{
        bekannt zB aus WebAuthn, wo es zur Kommunikation mit 2-factor-authentication (2FA) verwendet wird
    }
\end{frame}

\section{Komponenten für dezentralen Betrieb}

\subsection{SUIT – Software Updateds for Internet of Things}
\begin{frame}{SUIT – Software Updateds for Internet of Things}
    \begin{itemize}
        \item Architektur und Datenformat
        \item Transportunabhängig
        \item In CBOR ausgedrückt, mit COSE gesichert
        \item Firmware-Autor und Gerätebetreiber können unabhängig voneinander Freigaben erteilen
    \end{itemize}

    \standardfooter{I-D.ietf-suit-architecture}{https://tools.ietf.org/html/draft-ietf-suit-architecture-14}{$> 10$}{Submitted to IESG}
\end{frame}
\fullimage{graphics/network.pdf}


\subsection{OSCORE – Object Security for Constrained RESTful Environments}
\begin{frame}{OSCORE – Object Security for Constrained RESTful Environments}
    \center
    \begin{tikzpicture}
        \node[wideblock] (coap)
          {CoAP};
        \path (-1.5,-1) node [block]
          {UDP};
        \path (1.5,-1) node [block]
          {TCP};

        \node (firstcoap) [above of=coap,minimum height=0.5cm]
          {Anfrage → Status};

        \node (oscore) [wideblock,above of=firstcoap]
          {OSCORE};

        \node (secondcoap) [above of=oscore,minimum height=0.5cm]
          {Anfrage → Status};

        \node (app) [wideblock,above of=secondcoap]
          {Anwendung};
    \end{tikzpicture}

    \vspace{1cm}\mbox{} % protect absolutely-positioned footer

    \standardfooter{RFC8613}{https://tools.ietf.org/html/rfc8613}{$> 10$}{Proposed Standard}
\end{frame}
\fullimage{graphics/network.pdf}
\note{
  DTLS? that too; cf tradfri; oscore shown here because easier to explain, and personal preference b/c proxy.

  Proxy: unterschiedliche Transportwege

  Rückgriff „klein“

  Rückgriff „Rendevouz-Punkt“

  statisch -- LAKE 

  immer nur ein Schlüssel → ACE
}
\subsection{ACE – Authentication and Authorization in Constrained Environments}
\begin{frame}{ACE – Authentication and Authorization in Constrained Environments}
    \center
    \begin{tikzpicture}[
            host/.style={draw, text width=2.5cm, minimum height=1.5cm, align=center},
        ]
        \node (rs) [host]
            {Resource Server};

        \node (c) [host,left=of rs]
            {Client};

        \node (as) [host,above=of c]
            {Authorization Server};

        \draw[<->] (c) -- (as);

        \draw[<->] (c) -- (rs);

        \draw[<->,dashed] (as) -- (rs);
    \end{tikzpicture}

    \standardfooter{I-D.ietf-ace-oscore-profile}{https://tools.ietf.org/html/draft-ietf-ace-oscore-profile-13}{$> 10$}{Submitted to IESG}
\end{frame}
\fullimage{graphics/network.pdf}
\note{
    Analogie zum großen Web: OAuth

    principle of least authority

    Tokens mit individuallen claims und damit verbundenen Rechten
}

% enough -- rest is hidden sections anyway
\AtBeginSection{ }

\section*{Abschluss}
\begin{frame}{Zurück zu den Anforderungen}
    \begin{itemize}
        \item Firmware-Updates
        \item Rendevouz-Punkt
        \item Umwegkommunikation
        \item Benutzerverwaltung
        \item Datum / Uhrzeit
    \end{itemize}
\end{frame}

\begin{frame}\

    {\Large IoT ohne Onlinezwang ist möglich – fordert das ein!}

    \vspace{2cm}

    Folien mit Links auf \url{https://fahrplan.privacyweek.at/pw20/talk/RQZQGA/}

    \bigskip
    \center \includegraphics[width=3.2cm]{./graphics/qr.eps}

    \hfill Christian Amsüss\\ \hfill \href{mailto:chrysn@fsfe.org}{\texttt{\textless{}chrysn@fsfe.org\textgreater}}
\end{frame}

\section*{Anhang}

\subsection*{Reserveslides}
\fullimage{graphics/network.pdf}

\begin{frame}{Bausteine}
    \begin{columns}
        \begin{column}{0.5\textwidth}
    \center
    \begin{tikzpicture}
        \normalstack
    \end{tikzpicture}
    \end{column}
    \begin{column}{0.5\textwidth}
        \center

        SUIT

        \bigskip

        OSCORE

        \bigskip

        ACE
    \end{column}
    \end{columns}
\end{frame}

\subsection*{Einzelnachweise}
\begin{frame}{Bildquellen}
    \input{graphics/sources.inc.tex}

    \bigskip

    Quelltext der Präsentation ist im PDF eingebettet und unter \href{https://creativecommons.org/licenses/by-sa/4.0/}{CC-BY-SA} lizenziert.
\end{frame}
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